85/28/2002 17:30 3122366266 



LAW OFFICES 



PAGE 07 



6 

REMARKS 

This amendment is filed in response to the Office Action dated 
March 20, 2002. Claims 1-7, 10-14 and 18-32 are pending prior to this 
amendment. In the Office Action of March 20, 2002» tfie Examiner 
rejected claims 1-5. 7, 18-21, 23, 25-29 under 35 U.S.C. § 102(e) as 
being anticipated by Uao at al., U.S. Patent No. 6,292.833 ("Liao-); 
rejected claims 6, 10-12. 14, 22 and 24 under 35 U.S.C. § 1Q3(a) as 
being unpatentable over Liao in view of Ziclcer et al., U.S. Patent 
5,862,475 ("Zfcker"); rejected claims 13, and 30-31 under 35 U.S.C. § 
103(a) as being unpatentable over Liao; and rejected claim 32 under 
35 U.S.C. § 103(a) over Liao In view of GaMn, U.S. Patent No. 
6,134,315. 

By this amendment, claims 1, 3, 4, 6-7, 10-14. and 25-32 are 
amended to more particularly and distinctly claim the invention. In 
particular, the independent claims 1. 4, and 25 are amended to clearly 
indicate that a person, for example, a called or calling party, is alerted 
to security status of a tranamisaton linl<. The dependent claims are 
amended to conform to the amendment of the independent claims. 
Support for the amendment of the claims is found throughout the 
specification and drawings, and in particular, in the specification, at 
page 1, line 28 through page 2, line 17. C\a\m 2 is cancelled. The 
Examiner's rejections are traversed below in light of the amended 
daims. 

Attached hereto is a marked-up version of the changes made to 
the claims by the current amendment. The attached document is 
captioned "Version With Markings To Show Changes Made." 

Claims 1-5. 7. 18-21. 23. 25-20 Are Not Anticipated by Uao 

The Examiner rejected claims 1-5, 7, 18-21, 23, 25^29 under 35 
U.S.C. 102(e) as being anticipated by Liao. Claim 2 is cancelled. 
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making the rejections made with respect to that claim moot. The 
Applicant respectfully traverses the rejection with respect to claims 1 , 
3-5, 7. 18-21, 23, 26-29 on the basis that these claims Include certain 
novel limitations that are not disclosed by Liao. In particular, as 
discussed further below, Liao fails to disclose a means or method for a 
person. 6,p.. a called party, calling party, or user of a customer 
premise equipment, to be alerted to the security status of a 
communications link or transmission. Though Liao relates the security 
status of a link to a communications device, the security status is not 
made avaifable to a user of the device so that the user can make 
decisions based on the security status. 

The Federal Circuit has stated, in reference to anticipation, that 
"[tjhere must be no difference between the claimed invention and the 
reference disclosure, as viewed by one of ordinary skill in the field of 
the invention." Scripps Clinic & Resoarch Found, v. Gonetech Inc., 
927 F.2d 1565. 18 USPQ 2d 1001, 1010 (Fed. Cir. 1991). 

According to the Examiner, with reference to claim 1 , Liao 
discloses all the elements of the claim. However, amended claim 1 
includes novel elements not disclosed by Liao. In particular, amended 
claim 1 includes: 

a customer premise equipment coupled to a terminating 
networi< node; 

an originating network noda connected to the 
terminating network node via at least one other networtc 
node; and 

said at least one other network node equipped with a 
processor for transmitting a message to the customer 
premise equipment via the terminating netwcri< node, the 
message indicating to a user of the customer premise 
equipment that a transmission was received over a non- 
private link Bubiect to unauthorized interceptipn, 

Liao discloses a security status of a transmission link being 
reported to a mobile communications davioe^ The mobile 
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communications device then uses that status to make dedslons 
regarding transmissions received over that iinlc. However, Uao does 
not disclose that the security status Is made available to a user of the 
communications device. This is significant, at least in that, in Uao. a 
user cannot make decisions In light of the security status. The 
Examiner cites to Uao, column 3, lines 4-1 1 for the proposition that 
Uao provides an alert including a nr^ssage on an identification display. 
(See rejection of claim 7.) However, the cited text only Indicates that 
the mobile device has a display for graphics and text. There is no 
Indication that the security status is displayed to a user, in contrast to 
the prior art, the present invention advantageously permits a user to 
receive the security status of a communications link and make further 
decisions, such as whether to continue a transmission, in ijght of the 
security status. Hence, claim 1 is r^^t anticipated by Ltao. 

In addition, Liao does not make claim 1 obvious; Uao is 
principally concerned with access to local services of mobile devices. 
In Llao, there Is some consideration of the security status of 
communications made to change local service. However, Uao does 
not recognize the problem or solution of concern in the present 
invention, namely, allowing a user to prevent insecure communications 
when secure communications are desired. Therefore, Uao lacks the 
necessary teaching to even suggest to one of skill in the art the 
solution provided by the present invention. 

The method of independent claim 4 includes: 

establishing a route from an originating networi< node 
to a terminating networi< node; 

detemnining whether at least a portion of the route 
includes an insecure link; and 

responsive to the step of deterniining whether at 
least a portion the route includes an insecure link and 
prior to connection to said tenninating network node, 
providing an alert of a securitv status of the route to a 
calling partv using the originating network node. 
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Similarly, independent daim 8 includes: 

means for Interconnecting a caller to a called party; 
and 

means for alerting the caller or called party when a 
call path Is established using at least one insecure link > 

And» independent method daim 25 Includes, among other 
things, the steps of: 

a. establishing a route from a calling party to a 
called party; 

b. detemnining whether at least a portion of the route 
includes a non-private link subject to unauthorized 
interception; 

d. responsive to a positive result in said detemiinjng 
step and a negative result in said further determining 
step, providing an alert of the insecure nature of the 
route to said calling party . 

Each of independent daims 4, 13, and 25 requires an alert of a 
security status of a route, call path, or link to a person, that is. a caller, 
calling party, or called party. As discussed above, with respect to claim 
1, Liao does not disclose, suggest or teach, at least this novel element 
of the present invention. Hence, independent daims 4, 18, and 25 are 
novel. In addition, as discussed above with respect to daim 1, Liao 
does not make the daims obvious, due in part, to its lack of teaching 
on the problem and solution of the present invention. The dependent 
daims 3. 5-14. 19-24 and 26-32 depend ultimately from one of the 
Independent claims, and are patentable for at least the reasons given 
above for the Independent daims. 

The Claims Are Patentable Over Liao And Zicker 

The Examiner rejected daims 6, 10-12. 14, 22 and 24 under 35 
U.S.C. § 103(a) as being unpatentable over Liao In view of Zicker. 
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According to the Examiner, Liao teaches all the elements of the subject 
ciafmSp except Liao fails to teach an alert In the system including a 
distinctive ringing at the recipienrs station, an audible voice message, 
dn audible tone» providing a periodic alert, a query screen on a 
personal computer, warning signals throughout the call and special 
paran^ters for a particular subscriber. According to the Examiner, 
dicker teaches the alerts that are missing in Liao. The Examiner 
concludes that the claims are obvious in view of the combination of 
Zicker and Liao. 

The Applicants disagree with the Examiner's conclusion. First, 
even assuming a combination of Zicker and Liao Is appropriate, such a 
combination still fails to disclose certain novel elements of the subject 
claims. Namely, a combination of Zicker and Liao fails to disdose 
providing an alert relating to a security status of a transmission or link 
to a calling party, caller, calling party or user of a customer premise 
equipment, as discussed above. In addition, neither Zicker nor Liao 
actually recognizes or addresses the problem solved by the present 
invention. Zicker discloses a wireless communication system with 
handsets that automatically switch between a cellular mode of 
operation and a cordless mode of operation. Liao generally discloses 
techniques for insuring secure access to local service options of mobile 
communication devices. Neither of the references is directed to 
alerting a user of the ^curity status of a communications link. Hence, 
there Is no motivation for one of ordinary skill in the art to combine the 
references to address the problems solved by the present Invention. 

The Claims Are Not Obvtous In View Of Liao 

The Examiner rejected claims 13 and 30-31 under 35 U.S.C. § 
103(a) as being unpatentable over Liao. According to the Examiner 
Uao teaches all the elements of the subject claims, except Liao fails to 
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teach that the system issues an alert when a previously secure route 
becomes insecure. The Examiner goes on to suggest that It is obvious 
that when a network site Is Insecure, the networ1< site will be denied by 
the system and an alert message will be Issued. This assertion is 
apparently not supported by a reference. The Examiner concludes 
that IJao plus the Examiner's suggestion makes the claims obvious. 

The Applicants disagree with the Examiner's conclusion of 
obviousness. The Examiner's suggestion that "it is obvious that when 
the network site is insecure, than the network site will be denied by the 
system and an alert message will be issued'* is not supported by a 
reference and the prior and current art generally. Indeed, the majority 
of network access in the current art made over the Internet is made 
without regard to the security of the network. The Examiner's 
suggestion appears to be motivated by impermissible hindsight. In light 
of the present invention itself. Moreover* as discussed above, Llao 
fails to disclose certain novel features that are included In claims 13 
and 30-31 . Namely, providing an alert relating to a security status of a 
transmission or link to a calling party, caller, calling party or user of a 
customer premise equipment. Therefore, claims 13 and 30-31 are not 
obvious and are patentable. 

The Claims Are Not Obvious In View Of Liao And Gatvin 

The Examiner rejected claim 32 under 35 U.S.C. § 103(a) as 
being unpatentable over Liao In view of Galvtn. According to the 
Examiner, Liao teaches all the elements of the subject claims except 
that Liao falls to teach establishing a new route between said sender 
and said recipient. The Examiner indicates that Galvln teaches routing 
such that it would have been obvious to one of skill in the art to 
combine Galvin and Lrao to provide the altennatlve route as daimed. 
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The Applicants disagree with the Examiner's ooncluslon of 
obviousness. First, even assuming a combination of Galvin and Liao Is 
appropriate, such a combination stiil fails to disclose certain novel 
elements of the subject claims. Namelyt a combination of Gatvfn and 
Liao fails to disclose providing an alert relating to a security status of a 
transmission or link to a calling party, caller, called party or user of a 
customer premise equipment, as discussed above. In addition, neither 
Galvin nor Uao actually recognizes or addresses the problem solved 
by the present invention. Neither of the references Is directed to 
alerting a user of the security status of a communications link. Hence, 
there is no motivation for one of ordinary skill in the art to combine the 
references to address the problems solved by the present invention. 

CONCLUSION 

All pending claims are In condition for allowance. Allowance at 
an early date Is solicited. 



Respectfully submitted. 




Regffiald^J. Hill 
Registratton No. 39,225 
Attomey for Applicants 



Date: May 20, 2002 

R.J. HILL & ASSOCIATES, LTD. 
19 South LaSalle Street 
Suite 1402 
Chicago. IL 60603 
(312)236-3672 

amsndmenta SOOOI'10070 
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Version With Markings To Show Changes Made 
In the Claims: 

Claim 1 is amended as follows: 

1 . (Twice amended) A lelecommunicdtions network comprising; 
a customer premise eauipment coupled to a temninating network 

node: 

an originating network node s yetero-connected to athe 
temilnating network node e vetem-via at least one other network 
elemef tfnode: and 

a- said at least one ot her network e l e m e nt node equipped with a 
processor for transmitting a message to the customer premise 
equipment via the t erminating system networic node, the messaoe 
indicating to a user of the customer premise equipment t hat a 
transmission was received over a non-private link subject to 
unauthorized interception. 

Claim 3 is amended as follows: 

3. (Twice amended) A -The telecommunications network of 
claim 1 furth e r compris i ng w herein the originating svste mnetwortc node 
ale rting alerts a calling party using a customer premise equipment 
ooupled to the originating networi< node o f presence of said non-private 
link. 

Claim 4 Is amended as follows: 

4. (Twice amended) A method for providing secure 
transmissions in a telecommunications network comprising the steps 
of: 

establishing a route from a n originating network node seodeMo 
a r G o l p ie f> tt emfiinating networt^ node : 
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determining whether at least a portion of the route includes an 
insecure link; and 

responsive to dotorminat i on tha t the step of detennlnina 
whether at least a ooriion the route includes an insecure link and prior 
to connection to said terminaUng network node , providing an alert of a 
security status of the route to a calling party using the originating 
network node sa id se nd e r and prior to oonn o ctton to eal ri r a Hp in nt nn 
a l ert of the I ncoouro natur e of the tr a n s m isBi on . 

Claim 6 is amended as follows: 

6. (Twice amended) The method of dalm 4 wherein providing 
ae-the alert includes issuing a distinctive ring at a station associated 
with the r e c i pi e nt terminatinq network node . 

Claim 7 is amended as follows: 

7, (Amended) The method of claim 4 wherein providing an-the 
alert includes issuing a message on an identiftcation display 
associated with one of a station associated with the terminating 
network node and the calling party . 

Claim 10 is amended as follows: 

1 0. (Amended) The method of daim 4 wherein providing an-tihe 
alert includes providing an audible voice message. 

Claim 1 1 is amended as follows: 

1 1 . (Amended) The method of claim 4 wherein providing aa-the 
alert includes using an audible tone. 

Claim 12 Is amended as follows: 

12. (Amended) The method of claims 10 or 1 1 wherein 
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providing aB-tbe^aiert includes providing a periodic alert. 

Claim 13 is amended as follows: 

13. (Amended) The method of claim 4 ftirther comprising: 
issuing aR-tha.alert when a previously secure route becomes 

insecure. 

Claim 14 is amended as follows: 

14. (Amended) The method of claim 4 wherein providing aft-the 
alert includes a query screen on a personal computer. 

Claim 25 is amended as follows: 

25, (Amended) A method for providing secure transmissions in 
a telecommunications networit comprising the steps of: 

a. establishing a route from a sendef ^;allina party to a 
roo i p ie n t called party ; 

b. determining whether at least a portion of the route includes a 
non-private link subject to unauthorized interception; 

a responsive to a positive result in said determining step, 
further detemnining whether a secure connection may be established 
between said gQflde M:alfinQ party and said Pedgiem called party : and 

d. responsive to a positive result in said determining step and a 
negative result in said further determining step, providing an alert of the 
insecure nature of the route t o said calling party . 

Claim 26 Is amended as follows: 

26. (Amended) The method of claim 25 wherein said 
telecommunications network includes at least one Intermediate node In 
sard route from said sende ^calltng party to said ffBGlpien tealled party , 
and wherein step c. thereof further comprises the step of: 
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transmitting a message inciuding a security status request 
tlirough each of said at ieast one intermediate node. 

Claim 27 is amended as foiiows: 

27. (Amended) The method of daim 25 wherein said 
telecommunications networic includes at ieast one intermediate node in 
said route from said seftder ^liing party to said r e dpiont called party , 
and wherein step c. thereof further comprises the step of: 

for each of said at least one intermediate node, if such node is 
insecure, receiving a message indicating such node is insecure. 

Claim 28 is amended as foiiows: 

28. (Amended) The method of daim 25 further comprising the 
step of: 

e. establishing a secure connection between said seftdef -caiiing 
party and said Fe c i p ie nt cailed party . 

Claim 29 is amended as foiiows: 

29. (Amended) The method of claim 25 further comprising the 
atep of: 

e. establishing a connection between said aendeF -calling party 
and said redp ie nt called party despite a determination that a secure 
connection cannot be established. 

Claim 30 is an^ended as foiiows; 

30. (Amended) The method of daim 25 wherein said alert is 
provided to a uoor of c ai d se nd e r said calling party , and the method 
further comprises the steps of: 

e. receiving authorization from said wef caliino party , after said 
usep-caliinq party has received said alert, to maintain a connection 
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between said s e nder calling party a nd sard r e dpi e n t caHed party . 

Claim 31 Is amended as follows: 

31 . (Amended) The method of claim 25 wherein said alert Is 
proyfded to a u se r of said seAde roalling party , and further comprises 
the steps of: 

e. receiving authorization from said we roalling party , after said 
tfsef ^llInQ party has received said alert, to establish a connection 
between said seodep -calling party and said r e cip iq n t called party . 

Claim 32 is amended as follows: 

32. (Amended) The method of claim 25 further comprising the 
step of: 

e. responsive to a positive result in said detennining step and a 
negative result in said further determining step, establishing a new 
route between said seftdef K^alling par^ ^ and said F e c i p ie n t caHed party . 

Claim 2 Is canceiiod. 
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